
SAFELY DEPLOY A DR PLAN
Having a disaster recovery plan is a fundamental responsi-
bility of every organization. Implementing one can be a 

lifesaver.
On January 9th 2004 a union of sorts took place which has helped consultants, such as 

myself, jobs become a little bit easier. EMC Corporation purchased VMware to be a wholly 
owned, separately run subsidiary. There were the skeptics who claimed EMC would pick apart 
VMware for its intellectual property, and others were scratching their heads wondering why a 
storage company would want to purchase an operating system company. Well, more than a year 
and a half later the answer is becoming very obvious to me and hopefully soon to you too. 
While we are at it, I will also show you how the marriage of VMware software and EMC mid-
range hardware/software are one of the industries leading solutions to meeting your budget 
and solving your disaster recovery plan.

VMware is a server virtualization company that helps customers consolidates multiple 
servers into a smaller number of physical servers. The current version of VMware that will be 
discussed is ESX Server 2.5.1, the standalone VMware operating system. ESX server runs a 
standard linux kernel as its service console (bas OS) and a modiÞed linux kernel as its virtuali-

zation platform. ESX has the ability to run multiple virtual ma-
chines. The virtual machine (VM) is an independent operating 
system, such as Windows 2003, that has its own virtual hardware 

so it is independent of the other VMÕs. Each VM is an inde-
pendently encapsulated disk Þle, or VMDK Þle, and a con-
Þguration Þle, or VMX Þle. The encapsulation of the op-
erating system has huge beneÞts in disaster recovery plan-

ning, as will be shown later. Since ESX can run multiple 
VMÕs, the physical server hardware is typically a larger 
box with multiple cpuÕs, a large amount of memory, mul-
tiple network cards and host bus adapters.  
One of the largest beneÞts of VMware ESX 2.5.1 is a 

technology called VMotion. VMotion is the ability to move 
a running VM from one physical server to another physical 

server, of like hardware, with no downtime to the virtual machine. 
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Steady as she goes!
Keeping y our your I.T. 
goals aligned wit h the busi-

ness objectives throughout 
your Þrms enterpr ise is the 
Þrst step towards smooth 

sailing.

Assign a Project Sponser/
Manag er to work with your 

business units on DR deÞni-
tions and e xpectations.

NAVIGATING THROUGH YOUR 
DISASTER RECOVERY PLAN

V M W A R E  E S X  S E R V E R  A N D 
E M C  C L A R I I O N

disáasáter  n. 

a. An occurrence causing wide-
spread destruction and distress; 
a catastrophe.
b. A grave misfortune.

reácováerá n. 

1. The act, process, duration, or 
an instance of recovering.
2. A return to a normal condi-
tion.

death !! n. 

1. The act of dying; termina-
tion of life.
2. The state of being dead.

tax !! n. 

1. A contribution for the support 
of a government required of 
persons, groups, or businesses 
within the domain of that gov-
ernment.



This ability is only possible with the implementation of a SAN based subsystem as the storage device.  That is where the EMC CLAR-
iiON becomes a vital component in a VMware ESX implementation.

 The EMC CLARiiON is one of the industries leading mid-range SAN subsystems. It has the functionality, conÞgurability 
and power of a high end system while maintaining the lower price point to allow smaller and medium business to delve into SANÕs. 
Considering the fact that the CLARiiON covers both the SMB market and the enterprise market, EMC has given it chameleon like 
capabilities to allow almost all levels of customers the ability to experience top of the line hardware and software in its SAN.
The CLARiiON or more commonly known CX series has all the software of its bigger brother, the Symmetrix. The CX is able to mix 
both ATA and Fibre Channel drives in its chassis for multiple information lifecycle management tasks and also allow the servers at-
tached the ability to meet many different business requirements. The CX is also one of the most robust subsystems in the storage arena 
and shows it through the wide range of software options available to it. The three most widely used and regarded packages are EMC 
Snapview, EMC Mir rorview and EMC Sancopy. These three packages in conjunction with each other give the end user the ability to 
perform SAN based backups, data testing in a fully replicated test environment and multiple disaster recovery schemes depending on 
business requirements and budget.

 EMC Snapview is the package that allows the user to create Point-in-Time snapshots of their production data and present 
these backups to a secondary host for backup or reporting. This ability is widely used in companies for its time saving ability during 
backup and restores procedures.  Snapview also has a cloning or mirroring capability that allows the user the ability to create and 
maintain a 100 % independent, fully functioning copy of the data volume. Clones are best used for local disaster recovery scenarios 
and upgrade/development testing. 

EMC Sancopy and EMC Mirrorview are both software packages that allow the CX to be replicated to another CX at a disas-
ter recovery facility. Sancopy is a asynchronous based copy program that is utilized when the business requirements are many hours or 
daily. If  a quicker recovery point objective is needed, such as 1 hour, then Mir rorview is utilized. There are two forms of Mir rorview, 
asynchronous and synchronous. Both Mirrorview variants allow for quick recovery times, but the asynchronous version does not affect 
production performance. 

So I have just spent nearly six paragraphs and a lot of your time explaining about VMware ESX and the EMC CLARiiON 
line of products, but why do I state that ÒVMware software and EMC mid-range hardware/software are one of the industries leading solutions to meet-
ing your budget and solving your disaster recovery plan.Ó Lets take a closer look.

Implementing a VMware ESX infrastructure has obvious monetary and budgeting beneÞts, but the real beneÞt is how the 
technology coupled with the CLARiiON can simplify a disaster recovery plan and help to meet all performance requirements of the 
almost any company. The ability to VMotion a virtual machine that lives on a SAN has obvious beneÞts to local maintenance windows 
and downtime, basically making downtime close to 0% on the VM. T his ability is one that makes VMware ESX server sell it self  in 
most cases, but that fact that VMotion utilizes the CX is a huge beneÞt to the disaster plan as well. One of the nice native features util-
izing the replication features of the CLARiiON is that all replication is done at a LUN or volume level. So if the ESX environment has 
a VMFS volume that is actually a 100 GB LUN on the CX, this LUN can be replicated to a disaster recovery CX at another site with 
no performance degradation on the production environment. Utilizing Mirrorview, the MVFS LUN can be replicated every hour. 
What this means for the DR plan is that you can now have a RPO around 1 hour. But that 1 hour is encompassing all of the virtual 
machines that are running on that one VMFS volume. 

In the disaster recovery procedure planning you might decide that some of your virtual machines re not as important as oth-
ers, but they will be needed in a full blown disaster. This is where e diversiÞcation of the CX software is a huge beneÞt, because the 
LUNÕs can be Sancopied over the other CX once daily. This will allow a recoverable VM while not competing for bandwidth with the 
Mir rorview LUNÕs. Of  course to properly get all this to work, there is a set of best practices and conÞguration guidelines that need to 
be followed and met. These guidelines are where ICI is able to make this type of solution blossom and be seamlessly implemented in 
any environment.

The EMC acquisition of VMware has made waves in the industry from a business perspective, but it is the technology that we 
will see the greatest beneÞt. VMware has obvious strong ties to storage and data management. EMC has huge beneÞts in multiple tiers 
of highly manageable and conÞgurable storage. Together EMC and VMware come together to form a perfect union that will allow 
any companies the ability to consolidate, virtualize and protect themselves for many years to come. 

Thank y ou. 

" Brad Maltz, Principal Solutions Consultant, Inter national Computerw are, Inc.
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